In this paper, we present a generic attack for ciphers, which is in essence a collision attack on the secret keys of ciphers .
In cryptography there were more researches formerly on the collision attacks mainly for hash functions in preventing falsification, see [1] , [2] and [3] . Actually, the collision attacks also exist for ciphers. In this paper, we present a generic attack to ciphers, which is essentially a collision attack on the secret keys of ciphers. The conclusion is followed directly from the formula above.
The result above is somewhat similar to the birthday paradox.
In the capability of the modern computers, it seems that the size of the dictionary D now has been able to achieve about 50 bits, so the analysis above suggests that it should use a larger length of secret keys for a secure cryptosystem.
The analysis above is a generic one, which may be applied to block ciphers, stream ciphers and MAC. Besides, it needs only a few of ciphertexts for one key, e.g. It maybe should be mentioned that for a good cipher ( , ) Crypto key plaintext , the number of pre-imagines should not be too much, for otherwise the plaintext would be easy recovered.
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